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2), AR ATRERE POST W REHE (AR KB — RE RS, SuUe— RS
FRUSCE] POST 1B SRABANEI R, B [E] A 1] 152 45 BHLIBT .

2. HTTP IRZHS A 200 (MK 5 LG i /)

T — AR S5 2% D [EI B2 POST 153K, b POST 153K I N 25K FEAE 800
FEAT T

H T2 —Fh HTTP IREA 0 M lER S, WEE A H & 50K 31K 5
e 51l A K.

ﬁmmﬁ‘r‘srw—{mﬁmﬁwa Vorun [0 16 [ BEe” B « =]

)

GHWPE?EIE - G b (@ Q- i ML) 2ifisir\HE:
g - B BEEER FRURL 'Efzi ABEE $T5E SRR
2017/03/23 09:58:50 242.141:10181 19433 httpy) 104.23jwebservice-alipay/getway.ashx POST 503 300 HTTP/1.1 200 OK
2017/03/23 09:59:01 242.144:21533 19423  hitpy, 194.23/webservice-alipay/getway.ashx POST 10,180 ©
2017/03/23 09:59:01 242.214:34569 19423 httpy, 194.23/webservice-alipay/getway.ashx POST 10180 0
* 2017/03/23 09:50:01 242.86:55345 19423 httpy, 104,23 jwebservice-alipay/getway.ashx POST 10,180 0
DNSE= 2017/03/23 09:59:02 248.68:25969 19423 hitpy, 194,23 jwebservice-alipay/getway.ashx POST 629 200 HTTP/1.1 200 0K
5 2017/03/23 09:59:11 225.254:34787 194.23  hitpy, 194.23/webservice-alipay/getway.ashx POST 629 200 HTTP/1.1 200 OK
(m:?u;ﬂ 2017/03/23 09:59:16 152.2:55817 19423  hup, 194,23 jwebservice-alipay/getway.ashx POST 10180 0
" 2017/03/23 09:59:17 242.137:10395 19423  httpy, 194.23jwebservice-alipay/getway.ashx POST 569 200 HTTP/1.1 200 OK
tall 2017/03/23 09:59:23 152.3:38606 19423 hitpy, 194.23/webservice-alipay/getway.ashx POST 629 200 HTTP/1.1 200 OK
FTP &8 2017/03/23 09:59:27 242.110:31241 19423 hup:/, 194.23/webservice-alipay/getway.ashx POST 609 200 HTTP/1.1 200 OK
‘ 13 | | 2017/03/23 09:50:31 152.2:61912 19423 httpy, 104.23jwebservice-alipay/getway.ashx POST 10,180 0
HTTPERES | | 2017/03/2309:59:31 152.2:62051 19423  hitpy, 194,23 /webservice-alipay/getway.ashx POST 10,180 ©
r 2017/03/23 09:59:31 152.2:59773 19423 httpy, 194.23/webservice-alipay/getway.ashx POST 10180 0
2017/03/23 09:50:37 242.134:10764 19423 hupi, 104,23 jwebservice-alipay/getway.ashx POST 10,180 0
M‘"j Bs 2017/03/23 09:59:37 24222117175 194.23  http, 194.23 jwebservice-alipay/getway.ashx POST 10,180 0
,,:) 2017/03/23 09:59:37 242.84:49932 19423 hitpy, 194.23/webservice-alipay/getway.ashx POST 10,180 0
vopmegs | 2017/03/23 09:59:37 24214025919 19423 hupy, 194,23 webservice-alipay/getway.ashx POST 10,180 0
—~ 2017/03/23 09:59:45 248.95:40400 19423 httpy, 194.23jwebservice-alipay/getway.ashx POST 501 200 HTTP/1.1 200 OK
o0 2017/03/23 09:59:47 248.68:25969 19423 hitpy, 194.23/webservice-alipay/getway.ashx POST 629 200 HTTP/1.1 200 OK
VolPHFaIE; 2017/03/23 09:59:53 152,3:59504 19423 hupy, 104,23/ webservice-alipay/getway.ashx POST 742 200 HTTP/1.1 200 0K
v 2017/03/23 10:00:04 242.130:12683 19423 httpy, 104.23jwebservice-alipay/getway.ashx POST 601 200 HTTP/1.1 200 OK
Yahoo B 2017/03/23 1 242.143:41223 19423  hitpy, 194,23 /webservice-alipay/getway.ashx POST 10,180 ©
2017/03/23 104 242.130:13661 19423 httpy, 194.23/webservice-alipay/getway.ashx POST 10,180 0
2017/03/23 10:00:13 242.142:44225 19423  hupy, 104,23 /webservice-alipay/getway.ashx POST 10180 0
2017/03/23 10:00:13 242.216:20365 19423 httpy, 194.23jwebservice-alipay/getway.ashx POST 10,180 ©
2017/03/23 10:00:20 248.248:53153 19423  httpy, 194.23jwebservice-alipay/getway.ashx POST 597 | 200 HTTP/1.1 200 OK
2017/03/23 10:00:28 242.139:41307 19423  hup, 194.23/webservice-alipay/getway.ashx POST 10180 0
2017/03/23 10:00:28 242.139:41269 19423 httpy, 194.23jwebservice-alipay/getway.ashx POST 10,180 0
2017/03/23 10 152.3:55074 19423  httpy, 194.23jwebservice-alipay/getway. ashix POST 10,180 ©
2017/03/23 104 152.3:56652 19423 httpy, 194.23webservice alipay/getway.ashx POST 10.180 0
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FHEL X.X.242.226: 18622-X.X.194.23: 80 ¥ #um 04T, VEBLIT:

/R | #UER
EhE=ESIEE O Q HiRe | 24
FS iEuAdE REE .242.226:18622 194.23:80 HEKE 1
0.000000 SYN
0.000000 Seq=3974048473 Ack=0 Next Seq=3074048474
0.002012 SYN, ACK
2 |0.002012 Seq=4168341366 Ack=3974048474 Next Seq=4168341367
0.018127 ACK
3 |0.020139 Seq=3974048474 Ack=4168341367 Next Seq=3974048474 S = 181
0.000021 - POST jwehservice-alipay/agetwa |ﬁ/ﬁ =
4 ]0.020160 Seq=3974048474 Ack=4168341367 Néxt Seq=3974048655 e _ 1460
0.000111 C. HIIPHiEE. , mEiE1da0=s EEERSL
5 |0.020271 Seq=3974048655 Ack=416834136 Next Seq=3974050115 ST = 1460
0.000056 CoHTTPHIES, , SstdiE] 4605 EEERal .
6 |0.020327 Seq=3974050115 Ack=4168341367 Next Seq=3974051575 ST = 1460
0.000003 C HTTPSIRA), . Ebsii=] 460 EEERSL
7 0.020330 Seq=3974051575 Ack=4168341367 Next Seq=3974053035 ST = 1460
0.000063 C: HTTPSIRA), . tEbsii=] 460 EEERSL
8 |0.020393 Seq=3974053035 Ack=4168341367 Next Seq=3974054495 ST = 1460
0.000002 C HTTPSIRA), . tEbsri=] 460 EEERSL
9 |0.020395 Seq=3974054495 Ack=4168341367 Next Seq=3974055955 ST = 1460
10 | 0020397 0000002 G HITPHiEs ?lzzﬁjgm DL I EEERSL
- Seq=3974055955 Ack=41683413 ext Seq=3 re—
0.000001 ‘ C HTTPSiES. | ks a0 BEEE 1420
11 |0.020398 Seq=3974057415 Ack=4168341361 Next Seq=3974058835 |
0.008015 ACK
12 10.028413 Seq=4168341367 Ack=3974048474 Next 5eq=4168341367 L
0.000047 ACK (S5 ACK)
13 |0.028460 Seq=4168341367 Ack=3974048474 Next Seq=4168341367
0.000182 ACK
14 |0.028642 Seq=4168341367 Ack=3974050115 Next Seq=4168341367
0.000061 ACK (S5 ACK)
15 |0.028703 Seq=4168341367 Ack=3974050115 Next Seq=4168341367
0.000000 ACK (S5 ACK)
16 |0.028703 Seq=4168341367 Ack=3974050115 Next Seq=4168341367
0.000171 ACK (S5 ACK)
17 |0.028874 Seq=4168341367 Ack=3974050115 Next Seq=4168341367
0.000135 ACK (S5 ACK)
18 |0.029009 Seq=4168341367 Ack=3974050115 Next Seq=4168341367
0.000438 ACK
19 |0.029447 Seq=4168341367 Ack=3974058835 Next Seq=4168341367
0.000121 [ ACK FIN
20 0.029568 Seq=4168341367 |Ack=3974058835 Next Seq=4168341368 X
0.017270 C: HTTPETES,  mEsiEl 460 (EfE) SRR 2 1260
21 |0.046838 Seq=3974050115 Ack 4168341367 Next Seq 3974051575
0.000506 CK( ACK)
22 |0.047344 Seq=4168341368 Ack 3974058835 Next Seq=4168341368
23 |0.047674 Seq=3974058835 Ack= 410:5 41 368 Next Seq=3974058836
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R ARRERS . A M E (B K SMID
M 1341 POST 15Kk 10180 71, #cdfvsr 8 ML (58 4-11 S8
) HigFtem. RN —RERS &2 KEME (ACK=3974050115, % 14-18 5
B, KU 6 SHIROLHh R0, 8 EHA BIRS .
B, 5548 80 KOE“FIN Wi F 4 (ACK=3974058835, & 20 5 #540),
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S AN
LT
] FRIEN TR B 8 N EIE AL, TR AP K
NG S J POST 1% RGF 0 1l 8 MEE R, %N KEE
ZREIEE | 50ET |
% EEEE e Q HiRE | 24 |
F
e EEE EEE 242.226:18622 194.23:80 HAIE ‘
0.000000 SYN
0.000000 Seq=23974048473 Ack=0 Next Seq=3974048474
0.000142 SYN, ACK
2 | 0.000142 Seq=4168341266 Ack=3974048474 Next Seq=4168341367
0.022587 e
3 0022729 Seq=23974048474 Ack=4168341367 Next Seq=3974048474 e
0.023369 . Seq=3974048655 Ack=4168341367 Next Seq=3974050115 |
0.00010 ACK 3
5 0023470 2 Seq=4168341367 Ack=39?40§ﬁ%é?)4 Next Seq=4168341367 o= _ 1460
0.000273 ACK ( =
6 0023743 Seq=3974051575 Ack=4168341367 Next 5eq=3974053035
0.000058 ACK [ =5 ACK)
70023811 Seq=4168341367 Ack=3974048474 Next Seq=4168341367 s - 101
0.000063 : ice-ali A=
0.023874 . 5eq=3974048474 Ack=4168341367 Next Seq=3574048655
0.000 Q
9 |0.023994 Seqe4168341367 Ack=3974050115 Next { Seq-4168341367 o= _ 1460
0.000185 C: HTTP4IiE 4 , REAE1460 L L
10 0.024179 5eq=3974054495 Ack=4168341367 Next Seq=3974055955
0.000076 CK (=5 ACK
11 10.024255 Seq-4168341367 Ak SSTa0501 15 Next SeqATEE3A1367 st _ 1460
0.000242 C: HTTP#IES, , thErEi=1 46021 ( &1 ) LR =
12 |0.024498 Seq-3974053035 Ack 4168341367 Next Seq-3974054495
0.000078 K (=5 ACK)
13 0.024576 Seq-4168341367 Ackéz_}rlo‘itnﬁ Next $eq 4168341367 kR 1460
0.000220 c: HER146 ArE
14 10.024806 Seq= TSTA055950 ACkA 1A LI Nt Seq 3974057415
0.000080 ACK (S5 ACK)
15 |0.024886 Seq=4168341367 Ack-397405011s Next Seq=4168341367 s _ 1420
0.001744 C: PEIiRE |, EIEIE14207F HEARMNETSS
16 |0.026630 Seq= EEIZR A Ack 4168341367 Next Seq-3974058835
0.000090 K (S5 AC
17 10.026720 Seq-4168341367 kS5 A001 15 Next Seq ATER3A1367 st _ 1460
0.000290 C: HTTPEIE, . IR 4601 ( (5 )
0.027010 Seq=3974050115 Ack=4168341367 Next Seq-3574051575
0.000095
19 10.027105 Seq=4168341367 Ack= 3574058835 Next Seq=4168341367
0.000412 ACK, FIN
20 10.027517 Seq=4168341367 Ack=3974058835 Next Seq=4168241368

K 21-5

ME KA. 6509 TO HE (B kEEAMD

HR4E TCP Phisl My ZE R, &— TCP HIRAIEFHFHS (Seq),
MR BT A B r 5L N — A (Next Seq), FEXTIGHIINGE ACK HIME AN
Next Seq & A B [ % 3iig K% T — MR Seq E AN E— RN Next
Seq -

FLVERIE 4 555 8 SHIRALT, 18 SHRRFRIREAKE, &
SH—FIERS M HEE ACK (ACK=3974050115), & KBRS et
ST AEE SR EE (56 20 SERED, (EAIR B — R IEAR S 4 N E

NG s SOAT R RIE I POST 18 KRR 73 i 8 M AL, BLF BT KK o
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RESE 3

AR | SRR |
mEEEE e Q HiEm | 24
S fEndEdE EEE :242.226:18622 194.23:80 HERE -
0.000000 SYN
0.000000 Seq=3974048473 Ack=0 Next Seq=3974048474
0.000126 SYN, ACK
2 |0.000136 Seq=4168341366 Ack=3974048474 Next Seq=4168341367
0.022591 ACK
3 |0.022727 Seq=3974048474 Ack=4168341367 Next Seq=3974048474 e _ 1460
0.000647 ACK ( #i2 ) e
4 [0.023374 Seq=3974048655 Ack=4168341367 Next Seq=3974050115
0.000093 ACK s
5 |0.023467 Seq=4168341367 Ack=3974048474 Next Seq=4168341367 T
0.000273 ACK ( #71 ) e
6 |0.023740 Seq=3974051575 Ack=4168341367 Next Seq=3974053035
0.000068 ACK (B5 ACK)
7 |0.023808 Se=4168341367 Ack=3974048474 Next Seq=4168341367 R 181
0.000064 C: POST fwebservice- iﬁﬁ -
§ |0.023872 — Seq=3974048474 Ack=4168341367 Next Seq=3974048655
).000117 ACK
9 |0.023989 Seq=4168341367 Ack-3974050115 Next Seq=4168341367 e _ 1460
0.000191 C: HTTP# 5 1460 i * |
10 |0.024180 5eq=3974054495 Ack=4168341367 Next Seq=3974055955
0.000072 K (=S A
11 10.024252 Seq=4168341367 Ack=3974050115 Next Seq=4168341367 B _ 1460
0.000248 C: HTTP(IE AL , thERsIE1 4602 (515 SRS
12 10.024500 Seq= TG74053085 ACkATE8341 6] Next Seq=3974054495
0.000072 ACK (B5 ACK)
13 10.024572 Seq=4168341367 Ack-3974050115 Next Seq=4168341367 i _ 1460
0.000231 C: HTTPIIES), , REAIEL60F e
14 10.024803 Seq—’9?4055955 A o83 6T Nexe Seq=3974057415
0.000078 ACK (5 ACK)
15 10.024881 Seq=416834136] Ack-J974050115 Next Seq=4168341367 e 1420
0.001751 C HITP¥ima, , MeEiE1a) BAER=1
16 |0.026632 Seq=3974057415 Ack=4168341367 Next Seq—’9?40588-"5
0.000085 ACK (B2 ACK)
17 |0.026717 Seq=4168341367 Ack-3974050115 Next Seq=4168341367 ot _ 1460
0.000297 C: HTTP¥IES, . 7 SRR
18 0.027014 . 56q=3874050115 Ack=416834136/ Next 56q=J974051575
19 10.027100 Seq=4168341367 Ack=3974058835 Next Seq=4168341367
0.000416 ACK, FIN
20 | 0.027516 Seq=4168341367 Ack=3974058835 Next Seq=4168341368
K 21-6
N MY/
M RAHER: 6509_TO_NIPS (WAF #Mil)
A
HRIL S ERERE: 6509 TO_HH—%, 45—

DR o [t [ [1Pa [1P2 [ TOP 8 | vDPEE | VolPsu [m0 [ B =[5 =
ERL Y ) a v o O - 6 3%- 3/ i aazaze - =8 - ¥R O ol | o
242100 ®E BE anistia W N BiF i E T WREEE mE. EE

225.169 \

242217

L242.191

242.146

24276

1523

24280 *

248.199

o awamsaSE,
225.164

248.61

633.224

24266

242194

24258

242.56

24279

225.202

24246

242174 _FHEe | W

& 21-7

TME RS RSIX (NTKD) (WAF A

WAF ], Bl WAF 5—-FRBERS &4 HRE S . REERRF—I BN
AT FEARSS 5% X.X.242.226 2=, FH WAF R E POST iR KiEL—F
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WA, B LUAR 95 #e— B GIEC RSO S 1 POST 53K, Bl ik . HAlb
POST M ZRIEMBIRFEA NTK HEig LR ER RS, A 23k )

il

(8] 2 Wi A] U FEAE I AE B = 1 AR RIE 2 10180 775, T3 POST
TR R —RERSTEHINE, 1 E s,

FmEE [ [ | i | il e | mE=E (P2 [TcpsE [uopsiE iR - e | volprnd [0 60 [suse” BE x 182 i
# HTTPARES - ‘4 % B (@ O - s =0 2= Q EEZ Y
B el L in ] S WRURL Bz B EE | REE ICECTE 2
\ 2017/03/22 08:02:31 248.82:15730 194.23  http/y 194.23/webservice-alipay/getway.ashx POST 593 | 200 HTTP/1.1 200 OK
_3 2017/03/22 08:03:30 152.1:54854 194.23  hupfy 184.23/webservice-alipay/getway.ashx POST 884 | 200 HTTP/1.1 200 OK
== 2017/03/22 08:02:31 248.241:12167 19423 hitpyy 194.23/webservice-alipay/getway.ashx POST 589 | 200 HTTP/1.1 200 OK
¥ 2017/03/22 08:02:31 225.254:22192 184.23  hutpy 194.23/webservice-alipay/getway.ashx POST 589 | 200 HTTR/1.1 200 OK
2017/03/22 07:59:05 152.3:58119 19423 httpy) 194.23/webservice-alipay/getway.ashx POST 593 | 200 HTTP/1.1 200 OK
2017/03/22 07:56:32 152.3:50449 194.23  httpi/y 194.23/webservice-alipay/getway.ashx POST 561 | 200 HTTR/1.1 200 OK
2017/03/22 07:56:30 152.1:35044 19423  httpi/y 194.23/webservice-alipay/getway.ashx POST 726 | 200 HTTP/1.1 200 OK
2017/03/22 08:03:22 248.238:11083 18423 hitpyy 194.23/webservice-alipay/getway.ashx POST 601 | 200 HTTP/1.1 200 OK
2017/03/22 08:03:19 242.158:32510 194.23  httpyy 194.23/webservice-alipay/getway.ashx POST 742|200 HTTP/1.1 200 OK
2017/03/22 08:03:21 225.254:30020 194.23  hutpy/), 194 23/webservice-alipay/getway.ashx POST 601 | 200 HTTP/1.1 200 OK
2017/03/22 08:03:31 248.170:42615 194.23  http:/y 194.23/webservice-alipay/getway.ashx POST 742|200 HTTP/1.1 200 OK
HITPmRE= | | 2017/03/22 08:03:30 242.110:56822 19423 httpy) 194.23/webservice-alipay/getway.ashx POST 585 | 200 HTTP/1.1 200 OK
- 2017/03/22 08:03:45 242.108:52796 19423 htipy/), 194.23/webservice-alipay/getway.ashx POST 601 | 200 HTTR/1.1 200 OK
o 2017/03/22 08:04.01 248.145:26020 194.23  hupyy 194.23/webservice-alipay/getway.ashx POST 597 | 200 HTTR/1.1 200 OK
MSN HiE 2017/03/22 08:03:31 152.2:60982 19423 httpyy 194.23/webservice-alipay/getway.ashx POST 585 | 200 HTTP/1.1 200 OK
i:) 2017/03/22 08:05:30 248.44:28601 194.23  http./y 194.23/webservice-alipay/getway.ashx POST 2,340 | 200 HTTP/1.1 200 OK
VolPHEEE 2017/03/22 08:04:40 248.209:34681 194.23  httpyy 194.23/webservice-alipay/getway.ashx POST 605 | 200 HTTP/1.1 200 OK =
— 2017/03/22 08:04:45 225.254:44868 194.23  http/y 194.23/webservice-alipay/getway.ashx POST 742 | 200 HTTP/1.1 200 OK
i J 2017/03/22 08:04:48 225.254:50160 194,23 hupfy 184.23/webservice-alipay/getway.ashx POST 726 | 200 HTTP/1.1 200 OK
VelPHHEE | o017/03/22 08:04:29 152.3:37303 19423 hitpyy 194.23/webservice-alipay/getway.ashx POST 597 | 200 HTTP/1.1 200 OK
L) 2017/03/22 08:05:00 248.74:17843 19423 | hup 194.23/webservice-alipay/getway.ash OST 613 | 200 HTTR/L1 200 OK
Yahoo 2017/03/22 08:04:30 152.3:55613 19423 httpy) 194.23/webservice-alipay/getway.ashx POST 601 | 200 HTTP/1.1 200 OK
2017/03/22 08:05:08 248.141:22981 19423 httpiy 194.23/webservice-alipay/getway.ashx POST 770 | 200 HTTR/L.1 200 OK
2017/03/22 08:05:15 225.200:38488 19423 httpi/y 194.23/webservice-alipay/getway.ashx POST 605 | 200 HTTP/1.1 200 OK
2017/03/22 08:05:22 1225.254:55935 18423 hitpyy 194.23/webservice-alipay/getway.ashx POST 613 | 200 HTTP/1.1 200 OK
2017/03/22 08:05:26 242.86:10112 194.23  httpyy 194.23/webservice-alipay/getway.ashx POST 613 | 200 HTTP/1.1 200 OK
2017/03/22 08:05:00 152.3:41216 19423  httpy/y, 184 23 /webservice-alipay/getway.ashx POST 629 | 200 HTTP/1.1 200 OK
2017/03/22 08:05:32 248.68:54620 194.23  httpiy 194.23/webservice-alipay/getway.ashx POST 613 | 200 HTTP/1.1 200 OK
2017/03/22 08:05:30 242.177:25164 19423 httpyy 194.23/webservice-alipay/getway.ashx POST 597 | 200 HTTP/1.1 200 OK
2017/03/22 08:05:31 225.254:44540 194.23  htip/) 194.23/webservice-alipay/getway.ashx POST 5035 | 200 HTTP/1.1 200 OK sl

21-8

FEIS R MR <6509 _TO_H F” FEIIEHE AL, 2L B iS4
SEfHOL: RN POST 15K PAsign="713k, 58] — Rl ARSS & Th 2.
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