N ER

E05E
GNqAIHx HH A AR E A1

@ 400-6869-069
® www.colasoft.com.cn
® support@colasoft.com.cn

CSNA 24 S © 2003-2019 FRAEARFT A



RISEEM : www.colasoft.com.cn (‘.ﬂ*

PN PIIR LS LA 1, X — AR BB ). A TRTE, AR IR
ax Bt JUFAR R N AT a8 1 o BUli 3 B8 S A8 IR 55 a8 2 A7 AE , BE TR
TRy g LRI UL SR i AR 414 5 SR R BURE . 1 s - B St e it - 3
I KBS 2 A, S PREOR B AN IR Ty, (S DN BB E AU R IR
b Ak AT 2 EBEE B, 1R ST BAREA R St &I, a2
B4R AE

XIS G SR ARG Y 28 (31 70 A 5 R R Sy, 8 X Jee 2 s B e (B o0
Btk 2k, (v —H 17 9%.

5.1 [A)ERH

FER 28 73 b TREIAA R 2 TR E L= 4], AEBIAT N F KBTI -
BT e RS, KIS — 6 RGa (77 A RER#TE,
SEAIME AR T o 1% PR RER  25 (213 73 Bt 22 G0 805 38 A8 N X R AZ o A8 L I
X AL DA AL, AT I 125 [0 0 A o BRI 28 70 i AR I ide
4 I TE) B R IR ) B Jm AT I AR 20 s AT 3E— 20 41 5 12 S o Y 28 4T
RIS, F33R D9 SR A5 RIS ) 22 4 DR B i e
52 DT

K s5-1
—MEOLT, IEWMAM TCP [P EY5 TCP [FP i 2 18 i) EE Mo
1:1, 154 TCP R KT R AR, 15BN 25 o] Re A E #0174

219



FlskE™ : www.colasoft.com.cn

RESE 3

AL AT UAE BILE 13 5532 21, *.77 13
PSRN ERD, FHEAME,

HIH TP ik RA 34 4>, A
RIEANFAERF AT N

REOEE | B8 [ 0w | 105 | wilimd [ 1Pws | wBSa [IPa TCPRIA x [UDPEE | VolProd | sl [ 165 | st | 66 | 18w | |
a6 - - o8 ST DEWI\TE
B> B wEE FOE N 13120718) v TV R Foton eyl
*: 7:2368 k) 228.2401718 6 390.008 00:00:00.989. 98.008 12.00 8 3 2015/12/04 13:13:26§
- 7:2370 k) 228.240:1718 6 390.008 00:00:01.038. 98.008 92.008 3 2015/12/04 13:13:32)
2 72371 ) 228.240:1718 6 390.008 00:00:01.033.. 98.008 92.008 3 2015/12/04 13:13:38}
k- 72374 = 228.2401718 6 390008 00:00:01.035. 8.00 B 12.00 8 3 3| 2015/12/04 13:13:44
- 7:2376 L 228.240:1718 6 390008 00:00:01.035. 98.008 92.008 3 2015/12/04 13:13:50)
- 7:23717 - 228.240:1718 6 390008 00:00:01.034. 98.008 92.008 3 2015/12/04 13:13:56}
- 7:2379 = 228.240:1718 6 390008 00:00:01.035. 8.00 8 92008 3 3| 2015/12/04 13:14:0.
E 7:2380 - 228.240:11718 6 390.00 8 00:00:01.035. 8.00 B8 92008 3 2015/12/04 13:14:08f
*: 7:2382 £ 228.2401718 6 390.00 8 00:00:01.034.. 198008 19 2008 3 2015/12/04 13:14:14
S 7:2386 £ 2282401718 6 414008 00:00:02.561 207.00 8 207008 3 3| 2015/12/04 13:14:2
E 7:2388 EY 2282401718 14406 477MB VNC 00:17:35039.. 431MB  463.08KB 8265 201 131
<

| mme” mmis [ |
s a 8o 77:2388 <. 1.228.240:1718\MI |
\‘ﬂ‘.:IFJ/z) TCP R0 = 2

root@I1:/usr/local/bin# Is /usr/local/lib/freerdp/
audin_alsa.so disk.so printer.so serial.so tsmf.so

audin.so drdynvc.so | rail.so  rdpsnd_alsa.so tsmf_alsa.so

cliprdr.so | parallel.so rdpdbg.so tsmf_ffmpeg.so

Kl 5-3
SR, *.77 R 6 1P E B Ak — O X X.228.240 K%

24 Fhi%
LB
R I (RDP) T.A, HT M Linux NiZfEiE

M IX L 42 F A8 FreeRDP JEHI 4 F . FreeRDP

3/9

4, HP 13 5 145

EFE ) o N L 6 H FRATTRT LA 2 rdpdr, rdpsnd, drdynve A cliprdr

re MR IR

#2231 Windows )8 FE 52 1 .



FlskE™ : www.colasoft.com.cn

= 772440 L ] 32-[phping. cn} & %0 8128KB HTTP 00:00:03.804... 2588 7871 KB 3 7
- 172448 o 12 [phe N} 907 BA669KB MTTP 00:02:34.364.. 2052K8 826188 30 597
- 17:1939 L] phping 764 TN72K8 WTTR 00:01:10.063. 1665K8 70507 KB 258 506
L 77:3940 L ] phping cr 1325 123M8 HTTP 00:02:23.234... 28.32%8 1.20 M8 aas 880

2015/12/04 13:16:55
2015/12/04 13:17:00
2015/12/04 13:44:09
2015/12/04 14:50:51

2015/12/04 13-
2015/12/04 13:
2015/12/04 13-
2015/12/04 14:

S d-wo- I

JGET /1/ HTTP/1.1

o
JAccept-Language: zh-cn
jUser-Agent: Mozill
LNET CLR 3.5.30729; .NET4.0C; .NETY.0E)
JAccept-Bncoding: gip, deflate

Jost: phping.cn

jconnection: Keep-Alive

Server:
- pove
Date:

4.0 (compatible:; MSIE §.0; Windows NT 5.2; Trident/4.0; .NET CIR 1.1.4322; .NET CLR 2.0.50727: .NET CLR 3.0.04506.30:

JAccept: image/gif, image/jpeq, image/pipeg, image/pipeg, application/xamlexml, application/wnd.: application/: P, application/x-ms-application,

JNET CLR 3.0.4506.2152;
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15.32:80\M0: | 1

ZBHAP RS |
"3 [ 77:2448 <->
1: 1P 84t = .77, TCP KO = 2448
1P it TcP W0 0
IGET /1fDToolsSQL.rar HTTP/1.1
[Accept T IF age/jpeq, image/pjpeg, image/pjpeg, application/xaml+ml, application/vnd.ms-xpsdocument, application/x-ms-xbap,

appl.canon/x ms-application, */*

[Referer: http://phping.cn/1/

Accept-Language: zh-cn

User~-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 5.2
WNET CLR 3.0.4506.2152; .NET CLR 3.5.30729; .NETY.0C: .NET4.OE)
Accept-Encoding: gzip, deflate

[Range: bytes=2494-

Unless-Modified-Since: Thu, 09 Jul 2015 16:00:45 GMT

If-Range: “efffS6a60bad0l:f79%

Host: phping.cn

[Connection:

Trident/4.0; .NET CLR 1.1.4322;

[Accept: gif, image/jpeg, image/pjpeqg,
application/x-ms-application, */*

image/pjpeg, application/xaml+xml, application/vnd.ms-xpsdocument,

[Accept-Encoding: gzip, deflate
Host: phping.cn

iConnection: Keep-Alive

GET /1fhscan.rar|HTTP/1.1
[Accept? image/jpeq.
application/x-ms-application,
Referer: http://phping.cn/1/
[Accept-Language: zh-cn
User-Agent: illa/4.0 (compatible; MSIE 8.
.NET CLR 3.0.4506.2152; .NET CLR 3.5.30729;
[Accept~Encoding: gzip, deflate

image/pipeqg, image/pipeg, application/xaml+xml, applica

/v

tion/vnd.ms-xpsdocument,

0; Windows NT 5.2;
.NET4.0C; .NET4.0E)

Trident/4.0; .NET CLR 1.1.4322; .NET CIR 2.0

application/x-ms~-application, */*

Referer: http://phping.cn/1/

Accept-Language: zh-cn

User-Agent: Mozilla/4.0 (compatible: MSIE 8.0; Windows NT 5.2; Trident/4.0;
.NET CLR 3.0.4506.2152; .NET CLR 3.5.30729; .NET4.0C; .NET4.0E)
[Accept-Encoding: gzip, deflate

Host: phping.cn

Connection: Keep-plive

.NET CLR 1.1.4322;

.NET CLR 2.0.50727;

Referer: http://phping.cn/1/

[Accept-Language: zh-cn

User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT S5.2; Trident/4.0; .NET CLR 1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.04506.30;
.NET CLR 3.0.4506.2152: .NET CLR 3.5.30729; .NET4.0C: .NET4.0E)

Host: phping.cn

Connection: Keep-Alive

GET /1[33h¥27|88§86\57‘l0§54 !a:IHT‘TP/l.l

[Accept: 1mage/gif, 1mage/jpe: image/pjpeg, image/pjpeg, application/xaml+xml, application/vnd.ms-xpsdocument, application/x-ms-xbap,

.NET CLR 2.0.50727:

«NET CLR 3.0.04506.

application/x-ms-xbap,

application/x-ms-xbap,

.NET CLR 3.0.04506.30;

&
13 #1032 433 13 /36 47, 1P BULE ] 15000 LA L,
A B IR ZEE, W NEFR.
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AT

et s v BEaN HESREN BUSEQE SPREas  Sbom sEaEEE | FHak
- a7 I 5. e 32,840 31,229 1611 13683pps  10211Kbps  19.38 938
= 28.240 B ss2sske 2336 1,060 1,276 9.73 pps 1887Kbps 083 2428
= 21n B si572x8 661 395 266 2.75 pps 17.60Kbps  1.48 7988
= 52.235 3.91K8 62 3 3 0.26 pps 13333bps  1.00 648
] 0.219 390.008 6 3 3 0.03 pps 13.00 bps 1.00 658
£ 1.23 390008 6 3 3 0.03 pps 13.00 bps 1.00 658
= 0.14 390.008 6 3 3 0.03 pps 13.00 bps 1.00 658
s 0.253 390008 6 3 3 0.03 pps 13.00 bps 1.00 658
= 21 390.008 6 3 3 0.03 pps 13.00 bps 1.00 658
= 020 RS NANSER—A. 390.008 6 3 3 0.03 pps 13.00 bps 1.00 658
= 1210 /S8 M I0SHER—5 390.008 6 3 3 0.03 pps 13.00 bps 1.00 658
= 0.252 390.008 6 3 3 0.03 pps 13.00 bps 1.00 658
= 0.31 R 59 ... 390.008 6 3 3 0.03 pps 13.00 bps 1.00 658
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00:00:00.004... 194008 66008 3 1 2015/12/04 13:43:27 201
00:00:02.932... 132008 0008 2 0 2015/12/04 134327 201
00:00:03.033... 132008 0008 2 0 2015/12/04 1343227 201

2 0 2015/12/04 13:43:27

3 3 2015/12/04 13:43:27
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00:00:00.000... 194008 66.008 3 1 2015/12/04 134327 201
00:00:02.936... 0.008 2 0 2015/12/04 13:43:27 201
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00:00:02.936... 0008 2 0 201512/04 134327 201 |
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R e BHONAREE L e me
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1yeRR B> <FB  HRE-> < BRE
3 00:00:08.996... 198008 0008 3 0 2015/12/04 14:54:29 201
3 198.008 SSH 00:00:08.880... 198.008 0008 3 0 2015/12/04 14:54:29 201
7 452.008] 107 00:00:00.002... 258008 194008 4 3 2015/12/0414:54:39 201
3 198.008 TELNET 00:00:08.973... 198.008 0.008 3 0 2015/12/04 14:54:32 201
3 198008 <niTF 00:00:08.976... 198008 0008 3 0 2015/12/04 14:54:34 201
3 198.008 Nameserver 00:00:09.051... 198.008 0008 3 0 2015/12/04 14:54:35 201
3 198008 ONS 00:00:08.992... 198.008 0008 3 0 2015/12/04 14:54:37 201
3 198008 Finger 00:00:08.953... 198.008 0.008 3 0 2015/12/04 14:54:38 201
y1:109 3 198.008 POP2 00:00:08.900... 198.008 0008 3 0 2015/12/04 14:54:39 201
3 198.00 8 3 0 2015/12/04 14:54:40

3 198.008 3 0 2015/12/04 14:54:40

3 00:00:08.855... 198.008 0008 3 0 2015/12/04 14:54:42 201
3 198.00 8 00:00:08.866... 198.008 0008 3 0 2015/12/04 14:54:42 207
3 198008 (P 00:00:08.896... 198.008 0.008 3 0 2015/12/04 14:54:44 201
3 198008 HITPS 00:00:08.886... 198.008 0008 3 0 2015/12/04 14:54:45 201
3 198008 CI¥S 00:00:08.883... 198.008 0.008 3 0 2015/12/04 14:54:47 201
3 198008 Rexec 00:00:08.978... 198.008 0.00 3 0 2015/12/04 14:54:48 201
3 198.008 (oG 00:00:09.055... 198008 0008 3 0 2015/12/04 14:54:50 201
3 198008 RSH 00:00:09.022... 198.00 8 0008 3 0 2015/12/04 14:54:50 201
3 198.008 17 00:00:09.025... 198.008 0.00 3 0 2015/12/04 14:54:52 201
3 198.008 TCF 00:00:09.078... 198.008 0008 3 0 2015/12/04 14:54:55 201

' 70 | <8R

Wingor

K 5-10
g AHRLE R, *.77 25X 71 F7F o DT IR, 2203 2R 2
TR -

12018 ¥B-> <FP BRE-> < B8
00:00:00.011.. 131K8 1006008 s 5
00:00:00.011... 131K8 1006008 S S 3
10 211KB HTTP 00:00:00.016... 1318 817008 5 5 2015/12/0414:56:30 201
10 229KB HITP 00:00:00.012... 131KB 1006008 s S 2015/12/04 14:56:31 201
10 229K8 HTTP 00:00:00.011.. 131KB 1006008 s 5 2015/12/0414:56:31 201
10 229K8 HTTP 00:00:00.012... 131KB 1006008 s s
10 229KB HTTP 00:00:00.015... 131KB 1006008 s s
10 2.10K8 HTTP 00:00:00.006.... 1.31K8 812008 s 5 2015/12/04 14:56:32 201
10 229KB HTTP 00:00:00.013... 131KB 1006008 s 5 2015/12/04 14:56:32
HITP 5 5 2015/12/04 14:56:32

HTTP S S 2015/12/04 14:56:32
10 191KB HITP 00:00:00.001... 131K8 618008 s S 2015/12/04 14:56:32 201
10 1.91KB HITP 00:00:00.001... 1318 618008 s 5 2015/12/04 14:5632 201
10 229KR_HITP 000000012 131KR 1006008 s S 201514 145622 20

/_mem_bin/..%ciV9c..Ac1V9¢. . AcitSc. . /winnt/systen32/cnd.exe HTTP/1.0 l

HTTP/1.1 404 Not Found
Iserver: nginx/1.4.2

04 Dec 2015 06:56:15 GMT
P 1: 1P B -
T 2: 1P Mt -

/_mem bin/..%c1¥9f../..%c1V9f. . /. . Rc1VOf. ./v)m:/:yt:mzlad.tn7/e‘dir\10c:( IKTTP/LO I
1P 84t . TP MO = 4759 A
: 1P Mt 71, TP R0 - 80

/_mem bin/../../../../winnt/systen32/cnd.exe?/cdir BTTR/1.0 |
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http://www.colasoft.com.cn/download/capsa.php
http://www.colasoft.com.cn/download/capsa_tool_cmac.php
http://www.colasoft.com.cn/download/capsa_tool_ping.php
http://www.colasoft.com.cn/download/capsa_tool_pktplayer.php
http://www.colasoft.com.cn/download/packet-builder.php
http://www.colasoft.com.cn/company/gartner-2018-colasoft.php
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